Introduction
The frequency with which the Court of Justice of the European Union (CJEU) rules on the interpretations of the rights to privacy and data protection in European Union (EU) law is constantly accelerating. The increasing case-load can certainly be attributed to the contemporary relevance of these issues in a data-driven society which leads to more cases being referred to the CJEU. However, contrary to earlier case-law, which had a rather limited effect, the recent CJEU decisions have gained prominence for their principle contribution to EU law. In 2014, the Court issued a landmark ruling in the case Digital Rights Ireland and Seitlinger v Minister for Communications, Marine and Natural Resources which catapulted EU citizens' privacy and data protection rights from the margins of EU law to the center stage. 1 Already in 2015, in the case Maximillian Schrems v Data Protection Commissioner, the Court has had another occasion to review EU legislation for its compliance with the rights to privacy and data protection under the EU Charter. 2 The invalidation of the EU-U.S. Safe Harbour agreement by the Court has been stirring a global resonance in addition to receiving ample and arguably controversial coverage in international news. 3 I. This contribution looks at how the fundamental rights to privacy and data protection are protected in the EU legal order. It primarily assesses the CJEU's case-law's trajectory in this field as well as the impact of its decision practice in EU law. Hereby I discuss whether the CJEU holds a particular regard for the rights to privacy and data protection since the Charter of Fundamental Rights of the EU (CFR) 4 was accorded binding legal value in 2009. 5 Particular focus is given to the discussion of the two judgments in 2014 and 2015 cited above with which the Court underscored its determination to effectively protect these fundamental rights in the scope of EU law.
This chapter proceeds as follows: the next section will provide some background on the protection of fundamental rights in the EU legal order, in particular the rights to the protection of private life and personal data. It will briefly cover relevant EU primary and secondary law and the recognition of fundamental rights before and after the Charter came into effect. The third section unravels arguments supporting the rising relevance of the rights to the protection of privacy and personal data in the Court's decision-making practice. The last section concisely discusses the two rulings in which the Court introduced and applied a human-rights based judicial review of EU legislative acts which seriously interfere with individuals' fundamental rights to privacy and data protection. This will be followed by the conclusions.
Fundamental rights protection in the EU legal order
Owing to the differences in how fundamental rights are recognized in EU law the account distinguishes between the period before and after the CFR came into existence. In the pre-Charter period, the treaties did not provide for the protection of fundamental rights until 1997. The CJEU, through its case-law, introduced that "the respect for fundamental rights forms an integral part of the general principles of Community law protected by the
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technology/european-union-us-data-collection.html?_r=0> (accessed 25 December 2015). 4 Charter of Fundamental Rights of the European Union, 2010 O.J. C 83/02. 5 Treaty on European Union (consolidated version, Lisbon Treaty), Art. 6 (1).
Court." 6 While being inspired by the constitutional traditions common to the Member States, the Court interpreted fundamental rights as part of the Community legal order. 7 In 1997, the Treaty of Amsterdam introduced Art. 6 (2) of the Treaty on European Union (TEU) which provided that
The Union shall respect fundamental rights, as guaranteed by the European Convention for the Protection of Human Rights and Fundamental Freedoms signed in Rome on 4 November 1950 and as they result from the constitutional traditions common to the Member States, as general principles of Community law. 8 In 2000, the EU institutions officially codified the fundamental rights and freedoms of EU citizens in the CFR. 9 The Charter consolidates fundamental rights and freedoms, as well as principles, which are recognized in the case-law of the CJEU, the European Convention on Human Rights (ECHR) 10 and the common constitutional traditions of EU member states. From 2000 to 2009, the Charter had not been legally binding until Article 6 (1) of the Treaty on European Union (Treaty of Lisbon) incorporated the Charter into EU primary law. The entry into force of the CFR marks an important development in EU law which is now fully grounded in its own fundamental rights system. The Charter provisions are addressed to the EU institutions and to the Member States when they implement EU law (Art. 51 (1) CFR).
Out of the classical fundamental rights Art. 7 CFR guarantees the right to respect for private and family life which is closely modelled after Art. 8 of the ECHR. 11 Despite its title and wording this right is commonly referred to as the right to privacy. 12 6 CJEU, Case 11/70 (Internationale Handelsgesellschaft) [1970] Article 7 Respect for private and family life Everyone has the right to respect for his or her private and family life, home and communications. In the pre-Charter era, the protection of personal data was held to form part of the right to privacy in line with how the European Court of Human Rights in Strasbourg interprets Art. 8 ECHR to date. 13 With the Charter a new fundamental right was introduced -the right to the protection of personal data (Art. 8 CFR) -which was derived from EU law and the Council of Europe's legal system. 14 A particularly striking analogy of the ancestry of data protection to the right to privacy is that of the relationship between Zeus and Athena who after having appeared from Zeus' head is thereafter regarded as his daughter. 15 The right to the protection of personal data is a 'third generation' fundamental right, elevating data protection into a selfstanding right under the Charter. 16 Its substance, however, does not betray its regulatory origins:
Article 8 Protection of personal data 1. Everyone has the right to the protection of personal data concerning him or her. 2. Such data must be processed fairly for specified purposes and on the basis of the consent of the person concerned or some other legitimate basis laid down by law. Everyone has the right of access to data which has been collected concerning him or her, and the right to have it rectified. 3. Compliance with these rules shall be subject to control by an independent authority. 18 and the sector-specific e-Privacy Directive (2002/58/EC). 19 As a product of its time, the recitals to the 1995 Data Protection Directive still invoke the right to privacy as a general principle of Community law that flows from the constitution and laws of the member states and the ECHR. The e-Privacy Directive which was passed after the formal proclamation of the CFR directly relies on Art. 7 and 8 CFR for its ratio legis. They are both harmonization directives based on the EU competence to approximate member states' law (Art. 100a TFEU). The processing of personal data by EU institutions and bodies, however, is governed by a separate Regulation ( For the sake of completeness, the EU legislator is presently in the process to finalize a comprehensive reform of data protection rules in the EU based on its newly consolidated competence in Art. 16 (2) TFEU. Two legislative packages are close to be adopted. First, a proposal for a General Data Protection Regulation, which -once adopted -would replace the 1995 Directive, and as an EU regulation will be binding and directly applicable in the member states (Art. 288 TFEU). 21 Second, a proposal for a new Directive on data protection and the free movement of such data in the field of law enforcement will be adopted which does not have yet an equivalent today. 22 While these, and Art. 16 TFEU, are certainly important developments this Chapter is mainly concerned with the CJEU's regard for privacy and data protection as coming to the fore in its case-law to date and thus takes recourse to the legislative status quo.
CJEU case-law in the field of privacy and data protection
The CJEU, seated in Luxembourg, ensures "that in the interpretation and application of the Treaties the law is observed" (Art. 19 (1) TEU). The judiciary consists of the actual Court of Justice, the General Court and specialized courts, namely the Civil Service Tribunal. In the following, the case-load of the Court as well as procedural and qualitative arguments are presented in support of the rising relevance of the rights to the protection of privacy and personal data in the Court's decision-making practice. Case-load of the CJEU With increasing frequency the CJEU had been called upon deciding cases in the field of privacy and data protection. The case-law is spread out over every proceeding at the CJEU and its courts. 23 Until October 2015 the CJEU decided 44 cases in which its reasoning concerned the right to the protection of privacy and/or personal data. 24 The majority, i.e. 30 judgments, were handed-down in requests for preliminary ruling in which the justices interpreted secondary EU law concerning data protection or other EU law in relation to the rights to privacy and data protection. A look at the distribution of this case-law per year underlines the upwards trend (Table 1). 25 The picture is complemented by six rulings on failure of member states to fulfill their obligations (Art. 258 and 260 TFEU) by not properly implementing EU law on data protection. 26 Furthermore, two judgments were handed-down in actions for annulment pursuant to Art. 263 TFEU and another two in appeals against judgments by the General Court. Indications of the Court's special regard
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There are other indications for the Court's special regard for the rights to the protection of privacy and personal data under the CFR. Whereas the great majority of cases are heard in chambers, the Court may sit as a 'Grand Chamber' composed of fifteen judges. 27 The 'Grand Chamber' convenes upon request by a Member State or an EU institution that is party to the proceedings, but also when a case is considered complex and important. 28 In now ten cases concerning privacy and data protection the Court sat as 'Grand Chamber'. 29 Only the CJEU can review the legality of legislative and other acts of EU institutions and has jurisdiction to invalidate those acts. In actions for annulment (Art. 263 TFEU) findings of invalidation are made pursuant to Article 264; however, also to that effect in rulings on Art. 267 TFEU references. 30 In the field of privacy and data protection so far four cases of the Court resulted in the partial or full invalidation of legislative acts of the A new quality in the Court's reasoning Also qualitatively there has been a sizeable shift in the Court's reasoning in cases in which it finds an interference with individuals' rights to the protection of privacy and personal data. In the pre-Charter era, the existence of EU secondary law on data protection provided the entry point for the Court's legal reasoning. In general, the Court's judgments would recite the mutual objectives of the Data Protection Directive to "protect the fundamental rights and freedoms of natural persons, and in particular their right to privacy with respect to the processing of personal data" and to en- sure "the free flow of personal data between Member States" (Art. 1 (1) and (2) of the Data Protection Directive). The Court's framing of the interrelation between the mutual objectives would come to the fore as a balance between the two or an order of priority:
However, such possibilities must be made use of in the manner provided for by Directive 95/46 and in accordance with its objective of maintaining a balance between the free movement of personal data and the protection of private life. 35 Directive 95/46 itself, while having as its principal aim to ensure the free movement of personal data, provides in Article 1 (1) that Member States shall protect the fundamental rights and freedoms of natural persons, and in particular their right to privacy with respect to the processing of personal data. 36 In the literature, the early stance of the Court was held to favor the free movement of personal data in the light of which individuals' rights were interpreted. 37 In those cases, in which a balance had to be struck between conflicting interests, the CJEU as a rule weights a statement on the fundamental rights at issue. In its seminal Lindqvist judgment the Court recognized a conflict between the fundamental right to freedom of expression and the right to the protection of the private life which require a fair balance to be found. 38 Likewise, in the case of Tietosuojavaltuutettu v Satakunnan Markkinapörssi Oy, Satamedia Oy, the Court extrapolates from the objective of the Data Protection Directive the protection of fundamental rights, in particular the right to privacy, which is not absolute but "must, to some degree, be reconciled with the fundamental right to freedom of expression. In subsequent case-law the Court developed the contours of how it balances the rights to privacy and data protection against the right to property equally protected as a fundamental right. 40 In several instances, the Court has been called upon to interpret EU secondary law which is designated to protect intellectual property right, such as copyright, on the one hand, and, on the other hand, individuals' rights to privacy and data protection. 41 This line of case-law postdates the formal declaration of the CFR and consequently the Court is now invoking the ECHR and the Charter in parallel:
Data protection is based on the fundamental right to private life, as it results in particular from Article 8 of the [ECHR] . The [CFR] confirmed that fundamental right in Article 7, and in Article 8 specifically emphasised the fundamental right to the protection of personal data, including important fundamental principles of data protection. 42 As of 2010, after the Charter was accorded binding effect, the CJEU -in citing Art. 6 (1) TEU started to ground its legal argument directly on the Charter. 43 It also cautiously noted that:
[t]he right to the protection of personal data is not, however, an absolute right, but must be considered in relation to its function in society. 44 Nevertheless, the relative weight the CJEU accorded to the rights to privacy and data protection steadily expanded corresponding to the increasing significance of personal data processing and flows. complete protection of the fundamental rights and freedoms of natural persons", hereby referring to Art. 7 and 8 of the Charter. 45 Its ruling in the case Maximillian Schrems v Data Protection Commissioner adds to the formula ("effective and complete protection") that the Court besides envisages a "high level of protection of those fundamental rights and freedoms". 46 Conversely, interferences with the rights to privacy and data protection must be (strictly) proportionate to the aims pursued, 47 not only with a view to the precise scope of the measure but also incorporating safeguards comprehensively addressing all aspects of access to and use of personal data, its conditions of storage and security. 48 The background of this case concerned the EU legislator's adoption of Directive 2006/24 49 which put in place a mandatory data retention regime in the EU. Pursuant to this Directive Member States were required to adopt measures obliging electronic communications providers to retain all traffic and location data from a variety of publicly available electronic communications services and Internet access services for a period of not less than six months and up to two years for law enforcement purposes. Following judicial challenges against national transposition measures, the High Court of Ireland and the Austrian Constitutional Court instigated requests for preliminary ruling with the CJEU.
The Court, sitting as Grand Chamber, invalidated the Data Retention Directive in its entirety and without temporal restrictions on the grounds that it disproportionately restricted the rights to privacy and data protection in Art. 7 and 8 CFR. The judges promulgated a strict scrutiny test for EU legislation that seriously interferes with fundamental rights as protected under the Charter and the ECHR and exercised a rigorous proportionality testing under the Charter. 50 In the present case, in view of the important role played by the protection of personal data in the light of the fundamental right to respect for private life and the extent and seriousness of the interference with that right caused by Directive 2006/24, the EU legislature's discretion is reduced, with the result that review of that discretion should be strict. 51 The Court dismissed the Directive's preemptive and sweeping approach to traffic data collection, the absence of clearly defined limits on access to and use of the so retained data, the long and indiscriminate period of retention, and the lack of specific rules on the conditions of storage and the security of the retained data by private operators. The proportionality assessment of the Court enumerated in great detail where the contested legislation exceeded what was necessary and proportionate in view of its objective. From this enumeration it is possible to derive a set of instructions to the EU legislator which would need to be respected in order for a future or other similar measures to be compatible with the EU Charter. 52 Conceptually, the approach taken by the CJEU qualifies as a human rights-based review which limits the scope of discretion of the EU legislator when their actions present serious interferences with human rights. 53 This ruling sets a precedent with which the Court asserts its new role as a guarantor of EU fundamental rights under the Charter. Incidentally, the Court signposts that it won't tolerate the bureaucratic laissez-faire which has come to characterize quite a few EU schemes providing for the collection and the exchange of personal data. 54 
CJEU ruling in the case Maximillian Schrems
Within an unusually short timeframe less than two weeks after the Advocate General delivered its opinion, 55 U.S. Safe Harbour agreement. 58 Going beyond the referral questions the Court annulled the Decision containing the Commission's adequacy finding retroactively.
Confronted with the question whether a decision of the Commission, which is formally binding on all member states and their organs to which it is addressed (Art. 288 (4) TFEU), preempts the powers of the independent supervisory authority charged with overseeing compliance with data protection rules, the Court contends that:
even if the Commission has adopted a decision pursuant to Article 25 (6) of that directive, the national supervisory authorities, when hearing a claim lodged by a person concerning the protection of his rights and freedoms in regard to the processing of personal data relating to him, must be able to examine, with complete independence, whether the transfer of that data complies with the requirements laid down by the directive. 59 In reiterating that the EU "is a union based on the rule of law in which all acts of its institutions are subject to review of their compatibility with, in particular, the Treaties, general principles of law and fundamental rights," 60 the Court explains how a national supervisory authority or the individual complainant can escalate a complaint to the national courts. National courts can make a request for preliminary ruling to the CJEU which alone has jurisdiction to declare an EU act invalid. 61 With that ultimate jurisdiction in mind, the Court launched judicial review of the validity of Decision 2000/520 and took recourse to the strict scrutiny test it had developed in its ruling in the case Digital Rights Ireland.
[I]t must be stated that, in view of, first, the important role played by the protection of personal data in the light of the fundamental right to respect for private life and, secondly, the large number of persons whose fundamental rights are liable to be infringed where personal data is transferred to a third country not ensuring an adequate level of protection, the Commission's discretion […] is reduced, with the result that review of the requirements stemming 58 The EU-U.S. Safe Harbour agreement authorized the transfer of personal data of EU citizens to the U.S. subject to self-certification to adhere to the safe harbour principles, cf. The Court holds that in its finding of adequacy the Commission has not based its decision on a complete assessment of the U.S. legal framework governing the protection of personal data, in particular with regards to disclosure authorities by U.S. entities when they pursue legitimate objectives, such as national security, which was explicitly exempt from the application of the Safe Harbour agreement. 63 The Court, then, extrapolates from the level of protection in the EU to the legal situation of EU-originating personal data in the U.S. stating that […] legislation permitting the public authorities to have access on a generalised basis to the content of electronic communications must be regarded as compromising the essence of the fundamental right to respect for private life, as guaranteed by Article 7 of the Charter. 64 Hence, the decision of the Commission finding an adequate level of protection in connection with the arrangement under the EU-U.S. Safe Harbour failed to comply with the rules on international transfers of personal data under the Data Protection Directive leading to its annulment ex tunc. From an EU law perspective the reasoning of the Court is not setting new paradigms, this is largely the merit of the precedent in the case Digital Rights Irelands. Its impact on global flows of personal data, however, cannot be overestimated. To scholars and policy practitioners the ruling did not only strike out one of the legal means to transfer personal data from the EU to the U.S., but is bound to impact on the legality and adequate safeguards when exporting personal data of EU citizens outside of the EU in general.
Conclusions
This Chapter traces how the CJEU, in its case-law, continuously reinforced the protection of the fundamental rights to privacy and data protection. The Courts' interpretation of the objective of the Data Protection Directive, which often is the entry point for its reasoning, transformed from
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being the harmonised regulatory substance of an internal market instrument to EU legislation providing for "effective and complete protection" that aims for a "high level of protection" of the fundamental rights to privacy and data protection guaranteed in Art. 7 and 8 of the CFR. This trajectory is closely linked to the ongoing constitutionalization in EU law that took traction with the entering into force of the Charter in 2009. Within the scope of EU law, the Charter guarantees the traditional right to respect for private life (Art. 7 CFR) in addition to the right to the protection of personal data (Art. 8 CFR), which is a modern codification of a new fundamental right.
However, EU constitutionalism is not the only explanation for the Court's recent vigilance on matters of privacy and data protection that surfaced in its case-law. This chapter assembled a range of indications of the Court's special regard, such as the composition of the Court as 'Grand Chamber' in now ten cases concerning privacy and data protection, the readiness with which the Court annulled EU legislation that was found to disproportionately restrict the rights to privacy and data protection in Art. 7 and 8 CFR, and the qualitative changes in the Court's interpretations in relation to these fundamental rights.
With the ruling in the case Digital Rights Irelands EU law now has a precedent for a full-fledged human rights-based judicial review of EU action. In invalidating the EU Data Retention Directive the Court renounced its deferential approach towards the EU legislator when they severely interfere with individual fundamental rights. As Granger and Irion observed:
There is a symbolic dimension to the fact that the strict scrutiny test was first applied to the right to privacy: "the" human right in the information age. 65 Whether this already amounts to a new instance of judicial activism on part of the CJEU, or is rather the judiciary's response to a legacy of slack policy formulation by the EU legislator, where individuals' fundamental rights are at stake, remains yet to be seen.
